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Abstract: Action plan for education informatization 2.0 the Ministry of Education puts forward ac-
tively explore block chain technology application, to promote vocational education informatization 
goal task, a new chapter of teaching vocational education informatization, with the aid of block 
chain technology can make the professional education in the teaching management information 
opaque, vocational education "1 + X" certificate of authentication, such as teaching evaluation risk 
problem is resolved. How to use blockchain technology in vocational education and teaching needs 
further thinking and research. On the basis of expounding the connotation and significance of the 
application of block chain technology in vocational education, this paper analyzes the current situ-
ation and problems of the application of block chain technology, and makes a strategic analysis on 
how to better realize the application of block chain technology in vocational education. 
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1. Introduction 
The "Education Informatization 2.0 Action Plan" (Education Technology [2018] No. 

6), released by the Ministry of Education in 2018, clearly proposes the active exploration 
of blockchain technology application and the promotion of vocational education in-
formatization. As an emerging technology in the field of informatization, blockchain tech-
nology is developing rapidly. In 2016, the State Council issued the "13th Five-Year Plan 
for National Informatization", which emphasized the strategic importance of blockchain 
technology as a frontier technology. In October 2019, the Chinese leadership studied the 
development of blockchain technology and discussed its future trends, pointing out the 
need to accelerate the integration of blockchain with cutting-edge technologies such as 
artificial intelligence, big data, and the Internet of Things. The plan also highlighted the 
importance of exploring the application of "blockchain+" in areas such as people's liveli-
hoods, education, employment, targeted poverty alleviation, and healthcare. 

Currently, the application of blockchain technology in vocational education world-
wide is still in its infancy, with only a few vocational institutions having actively explored 
its use. As one of the major technological fields, blockchain has gradually received wide-
spread attention in vocational education and teaching. However, certain challenges are 
inevitable in the process of applying blockchain technology, and its core value has not 
been fully explored. In response to this situation, this article briefly discusses the applica-
tion of blockchain technology in vocational education and teaching informatization, com-
prehensively analyzes its effectiveness and existing problems, and proposes improve-
ment strategies to promote the deeper integration of blockchain technology into voca-
tional education teaching. 
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2. Overview and Significance of Blockchain Technology and Vocational Education 
Informatization 
2.1. Overview of Blockchain Technology 

Since Satoshi Nakamoto introduced blockchain in his 2008 paper, blockchain 
technology has evolved over just over a decade from being mistakenly associated with 
"pyramid schemes" to gaining worldwide popularity. Various industries have invested 
significant manpower, material, and financial resources in blockchain research, aiming to 
integrate its core advantages into their fields and bring new opportunities. Blockchain 
technology utilizes a chain-like data structure to verify and store data and employs 
distributed node consensus algorithms to generate and update data [1]. This information 
management approach has five main advantages, as shown in Figure 1. 

 
Figure 1. Advantages of blockchain technology. 

1) Decentralization: Blockchain technology does not have a central node and does 
not require regulatory agencies. All nodes are peer nodes, and peer-to-peer 
transactions can be directly agreed upon by all parties involved. 

2) De-trust: Blockchain technology adopts a consensus mechanism, and every 
transaction is witnessed by all participants. Neither party can revoke or modify 
the transaction. 

3) Openness of information: The data on the blockchain is collectively maintained, 
with only the private data of the parties involved in the transaction being 
encrypted and stored. All other data is publicly transparent. 

4) Traceability: Data on the blockchain is stored in a distributed manner, and each 
transaction is stamped with a timestamp, ensuring that every transaction is 
traceable. 

5) Encryption: The chain data storage structure encryption method makes the data 
in the blockchain less susceptible to tampering, enhancing data reliability, 
effectively preventing information distortion, and enabling parties to quickly 
establish trust [2]. 

2.2. Informationization of Vocational Education Teaching 
Informationization has become one of the most important productive forces across 

various industries, and vocational education teaching informatization is a core component 
of vocational education. Teaching informatization is not simply the addition of 
information technology to education, but the integration of modern technologies into 
every stage of vocational education, from course design to assessment. 

As the core task of vocational colleges, teaching work, vocational education 
informatization provides reliable support for teachers to improve their teaching abilities. 
The informatization of vocational education teaching includes the application of 
information technologies such as computer technology, multimedia networks, blockchain, 
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big data, and cloud computing in course design, classroom teaching, homework 
submission and grading, after-school tutoring, mid-term and final assessments, teaching 
evaluations, and educational research. Examples of emerging technologies used in 
vocational education and teaching in the era of big data include remote vocational 
education, situational teaching, virtual experiments, and cloud classrooms [3]. 

2.3. The Significance of Applying Blockchain Technology to Vocational Education and Teaching 
As a new model of computer technology, the application of blockchain technology is 

still in its early stages but is poised for significant growth. Its value is increasingly 
recognized by various industries and plays an important role in solving industry-specific 
problems. In October 2016, the Ministry of Industry and Information Technology issued 
the "White Paper on the Development of Blockchain Technology and Applications in 
China", which pointed out that "the transparency and tamper-proof characteristics of 
blockchain systems are fully applicable to areas such as student credit management, 
enrollment and employment, academia, qualification certification, and industry-
university cooperation, with significant value for the healthy development of education 
and employment". Therefore, exploring the application of blockchain technology in 
vocational education and teaching and improving the quality of vocational education is 
both urgent and full of potential [4]. 

3. The Application of Blockchain Technology in Vocational Education Teaching 
3.1. Establish a Vocational Education Teaching Management System Based on Blockchain 
Technology 

In the process of vocational education teaching, various types of information are 
generated, such as student training programs, student training plans, curriculum 
standards, curriculum plans, teaching process records, student homework data, 
attendance records, regular grades, mid-term and final grade reports, and teaching 
achievement analysis. Some of this information needs to be made available to all teachers 
and students, while others are internal materials that should remain confidential. 
Managing such vast amounts of teaching information can be cumbersome. The 
technological transformation of vocational education can be addressed by constructing an 
information management platform based on blockchain encryption technology. 
Communication among various teaching departments and the exchange of information 
between different educational links can be facilitated through a teaching management 
system based on blockchain technology. All teaching management tasks can be 
centralized within this system, and various teaching data can be classified. To prevent 
information leakage, permissions can be assigned according to the responsibilities of each 
department within the vocational colleges. Ordinary teaching users and student users will 
only have access to publicly available materials, as shown in Figure 2 [5]. 

 
Figure 2. Structure diagram of vocational education teaching management system based on block-
chain technology. 

https://doi.org/10.71222/bc8xba28


Journal of Computer, Signal, and System Research https://www.gbspress.com/index.php/JCSSR 
 

Vol. 2 No. 3 (2025) 4 https://doi.org/10.71222/bc8xba28 

3.2. Exploring New Teaching Models for Vocational Education Based on Blockchain Technology 
The decentralization, trustlessness, openness, encryption, and traceability features of 

blockchain can transform the teaching philosophy in vocational education. By integrating 
blockchain technology into the development of vocational education resources and the 
evaluation of educational processes, vocational education teachers and students can build 
blockchain-based vocational education teaching resources. 

Teachers can utilize blockchain's distributed data storage structure to treat each 
chapter or knowledge point as a node in the vocational education system, publishing it 
within the blockchain teaching platform. This ensures the sharing of classroom resources. 
Furthermore, every activity of vocational education students in their classes becomes a 
node in the system, with blockchain technology stamping every node to prevent 
tampering. This teaching model not only captures the process of student learning but also 
guarantees the authenticity of the learning outcomes [6]. 

3.3. Building a "1+X" Certificate Authentication System for Vocational Education Based on 
Blockchain Technology 

The growth and development of vocational education students differ from other 
education systems, with academic and vocational qualification certificates (the "1+X" 
mechanism) serving as important indicators of a student's abilities. In recent years, 
employers have increasingly preferred to hire vocational education graduates with 
vocational qualification certificates. However, many employers lack the ability to verify 
the authenticity of these certificates. Currently, vocational education graduates are 
required to register with the relevant industry authority after obtaining their qualification 
certificates. This process has led to concerns regarding the authenticity of certain 
vocational qualification certificates. Additionally, due to the broad range of student 
groups in vocational education, various industries are conducting vocational qualification 
certifications, making it difficult to fully record and securely verify these qualifications in 
a way that is tamper-proof and accessible to employers. These challenges currently plague 
the vocational education "1+X" certification process. 

Blockchain technology's openness, traceability, and encryption capabilities can be 
applied to the "1+X" certificate authentication process, providing a secure and transparent 
record of vocational education students' learning progress, internship performance, 
training experience, and vocational qualifications. As shown in Figure 3, this certification 
system allows employers, schools, students, and vocational qualification authorities to 
access comprehensive records of students' academic achievements and practical abilities. 
This system offers a potential solution to the issues faced by vocational education students 
in obtaining recognized vocational qualification certificates, reducing the risk of fraud, 
loss, substitution, and other forms of malpractice. It guarantees the authenticity of 
vocational education "1+X" certificate certifications [7]. 

 
Figure 3. Blockchain Structure of Vocational Education "1+X" Certificate Authentication. 
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3.4. Establishing a Risk Management Framework for Vocational Education Teaching Based on 
Blockchain Technology 

The decentralized nature of blockchain technology can mitigate risks in vocational 
education and teaching. By recording all teaching and management information in real 
time within a blockchain-based management system, and stamping each entry with a 
timestamp, the system can identify any discrepancies between the teaching materials and 
actual files at various stages of education. If discrepancies are detected, the system will 
automatically notify the management team and issue a warning. Management personnel 
can review the flagged issues according to system prompts, identify the cause of the 
problem, contact the relevant teaching units for resolution, and once corrections are made, 
the system will automatically remove the warning [8]. 

4. The Problems Faced by the Application of Blockchain Technology in Vocational 
Education and Teaching 
4.1. Exaggerating the Concept of "Blockchain" 

When new technologies emerge, they are often idealized or seen as all-powerful, 
leading to phenomena such as "application fever" and "learning fever" Concepts like 
"blockchain technology is at the forefront" are commonly heard. In reality, however, 
blockchain technology is not a single, unified technology; rather, it is made up of a range 
of technologies and is still in its infancy. While blockchain holds great potential, its 
application in vocational education and teaching is still in the exploratory stage, and it 
will take time before it can be widely implemented [9]. 

4.2. Weak Awareness of New Technologies 
The application of blockchain technology plays a crucial role in advancing modern 

vocational education. However, some vocational education institutions focus primarily 
on traditional education and teaching, neglecting the development and integration of 
modern technologies, particularly blockchain, which is not fully recognized within the 
industry. As a result, blockchain is often overlooked and excluded from the scope of 
exploration and research. Traditional teaching methods continue to dominate the 
vocational education process, which may lead to a gradual disconnection between 
vocational colleges and the rapidly evolving demands of society [10]. 

4.3. Insufficient Implementation Foundation 
To fully leverage the unique advantages of blockchain technology, a solid foundation 

of extensive data support and timely data collection is required. These factors are also 
essential for realizing big data informatization in vocational education and teaching. 
However, in China, the basic data infrastructure for big data in vocational education is 
still underdeveloped and of low quality. Information asymmetry remains a significant 
issue, affecting the accuracy and real-time nature of data, which are critical for effective 
teaching management, evaluation, and achievement recognition. Collecting this basic data 
requires significant time and financial investment, and such efforts need to be 
accumulated gradually from various teaching processes [11]. 

4.4. Lack of "Blockchain Technology" Talent 
The application of blockchain technology in vocational education is still in its early 

stages, and vocational colleges differ from traditional higher education institutions in that 
they prioritize vocational skills training over scientific research cultivation. As a result, 
many vocational colleges lack professionals with expertise in blockchain technology. 
Blockchain requires knowledge in areas such as cryptography, operations research, 
computer science, mathematics, and software development. Most of the professionals 
with blockchain expertise are recruited from high-paying institutions like universities and 
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research organizations. Moreover, the long development cycles of systems like vocational 
education and teaching platforms make it unrealistic to expect the recruitment of 
specialized talent at short notice. Blockchain technology and computer software are 
distinct fields, and simply understanding how to use computers or software is far from 
sufficient. At present, the lack of specialized technical talent makes it difficult for 
blockchain technology to fully realize its potential in vocational education [12,13]. 

5. Improvement Strategies for the Application of Blockchain Technology in 
Vocational Education Teaching 
5.1. Properly Viewing "Blockchain Technology" 

As an emerging technology in its early stages, blockchain technology cannot solve all 
the problems in vocational education and teaching. However, we should not overlook its 
value and significance in the research and development of vocational education and 
teaching simply because of its current limitations. A balanced approach should be 
adopted: we need to maintain a critical yet encouraging attitude toward blockchain 
technology. In exploring its application in vocational education, we must correct our 
perspective, find its appropriate role, and embrace the transformative potential of 
emerging technologies with an open and optimistic mindset [14]. 

5.2. Enhance Awareness of the Application of Blockchain Technology 
Vocational colleges should give full attention to the application of blockchain 

technology in vocational education by establishing corresponding teaching management 
systems and professional departments. In response to the influence of emerging 
technologies, vocational colleges should focus on strengthening the training of new, 
multidisciplinary talents, providing solid support for their initiatives. Only by improving 
the overall teaching quality of vocational education in the era of big data can blockchain 
technology make a significant contribution [15]. 

5.3. Accelerating the Construction of Blockchain Infrastructure 
The rise of blockchain technology is set to bring substantial changes to vocational 

education and teaching. Vocational colleges should recognize the potential of blockchain 
in vocational education, increase investments in both human resources and funding, and 
strengthen collaboration with universities and research institutions. They should promote 
the research and development of new technologies and encourage vocational education 
teachers to acquire knowledge in big data and blockchain. This may involve 
recommending that teachers pursue further studies at universities and research centers 
specializing in these areas. Additionally, efforts should be made to improve the collection 
of foundational information in vocational education, which will lay the groundwork for 
the construction of a blockchain-based teaching management platform [16]. 

5.4. Cultivate Blockchain Technology Talents 
Universities and research institutions should offer blockchain-related courses and 

train high-level professionals in this emerging field. The integration of blockchain 
technology into vocational education is not simply a matter of merging two fields; it 
requires specialized knowledge and theoretical expertise in blockchain, as well as 
proficiency in areas such as cryptography, operations research, computer science, 
mathematics, software development, and more. Cultivating these talents is essential to 
ensuring the effective application of blockchain in vocational education [17]. 

6. Conclusion 
With the continuous advancement of modern technologies such as 5G, blockchain, 

big data, artificial intelligence, the Internet of Things, and cloud computing, it is expected 
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that blockchain technology will play an increasingly important role in vocational 
education in the near future. A vocational education teaching management system based 
on blockchain architecture can make vocational education practices more open and 
transparent. Teachers and students will be able to access the data they need through this 
system. In the certification process of the "1+X" vocational education certificate, blockchain 
will oversee the entire process, involving enterprises, schools, students, and vocational 
qualification authorities. The decentralized nature of blockchain technology can also 
reduce the risks associated with vocational education and teaching. The widespread 
application of blockchain in vocational education will not only enhance the 
informatization of vocational education but also improve teaching quality and foster the 
healthy development of the field. 

References 
1. S. Nakamoto, "Bitcoin: A peer-to-peer electronic cash system," Aug. 21, 2008, Available at SSRN, doi: 10.2139/ssrn.3440802. 
2. L. Guo, H. Xie, and Y. Li, "Data encryption based blockchain and privacy preserving mechanisms towards big data," J. Vis. 

Commun. Image Represent., vol. 70, p. 102741, 2020, doi: 10.1016/j.jvcir.2019.102741. 
3. Y. Hu, "Application of artificial intelligence technology and blockchain technology in vocational education," in Proc. 5th Int. 

Conf. Big Data Educ., Feb. 2022, pp. 15-21, doi: 10.1145/3524383.3524400. 
4. E. P. Fedorova and E. I. Skobleva, "Application of blockchain technology in higher education," Eur. J. Contemp. Educ., vol. 9, no. 

3, pp. 552-571, 2020, doi: 10.13187/ejced.2020.3.552. 
5. L. Zhang, Z. Ma, X. Ji, and C. Wang, "Blockchain: application in the system of teaching informatization management of higher 

education," in Proc. 2020 3rd Int. Conf. Smart BlockChain (SmartBlock), Oct. 2020, pp. 185-190. IEEE, doi: 
10.1109/SmartBlock52591.2020.00041. 

6. A. Sakhipov, T. Baidildinov, M. Yermaganbetova, and N. Ualiyev, "Design of an educational platform for professional devel-
opment of teachers with elements of blockchain technology," Int. J. Adv. Comput. Sci. Appl., vol. 14, no. 7, 2023, doi: 
10.14569/IJACSA.2023.0140757. 

7. Q. Yang, "Promotion and implementation of '1+ X' certificate system in higher vocational colleges," in Proc. 2nd Int. Symp. Manag. 
Social Sci. (ISMSS 2020), Dec. 2020, pp. 270-275. Atlantis Press, doi: 10.2991/assehr.k.201202.127. 

8. B. Düdder, V. Fomin, T. Gürpinar, M. Henke, M. Iqbal, V. Janavičienė, and H. Haiqin, "Interdisciplinary blockchain education: 
utilizing blockchain technology from various perspectives," Front. Blockchain, vol. 3, pp. 1-8, 2021, doi: 10.3389/fbloc.2020.578022. 

9. M. J. Fleener, "Blockchain technologies: A study of the future of education," J. High. Educ. Theory Pract., vol. 22, no. 1, 2022, doi: 
10.33423/jhetp.v22i1.4956. 

10. G. Chen, B. Xu, M. Lu, and N. S. Chen, "Exploring blockchain technology and its potential applications for education," Smart 
Learn. Environ., vol. 5, no. 1, pp. 1-10, 2018, doi: 10.1186/s40561-017-0050-x. 

11. M.-F. Steiu, "Blockchain in education: Opportunities, applications, and challenges," First Monday, vol. 25, no. 9, Sep. 2020, doi: 
10.5210/fm.v25i9.10654. 

12. Y.-C. Chen, H.-J. Wu, C.-P. Wang, C.-H. Yeh, L.-H. Lew, and I.-C. Tsai, "Applying blockchain technology to develop cross-
domain digital talent," in Proc. 11th IEEE Int. Conf. Eng. Educ. (ICEED), Nov. 2019, pp. 113–117, doi: 
10.1109/ICEED47294.2019.8994934. 

13. H. Sun, X. Wang, and X. Wang, "Application of blockchain technology in online education," Int. J. Emerg. Technol. Learn. (iJET), 
vol. 13, no. 10, pp. 252–259, 2018, doi: 10.3991/ijet.v13i10.9455. 

14. R. G. Chivu, I. C. Popa, M. C. Orzan, C. Marinescu, M. S. Florescu, and A. O. Orzan, "The role of blockchain technologies in the 
sustainable development of students’ learning process," Sustainability, vol. 14, no. 3, p. 1406, 2022, doi: 10.3390/su14031406. 

15. R. Bucea-Manea-Țoniş, O. M. Martins, R. Bucea-Manea-Țoniş, C. Gheorghiță, V. Kuleto, M. P. Ilić, and V. E. Simion, "Blockchain 
technology enhances sustainable higher education," Sustainability, vol. 13, no. 22, p. 12347, 2021, doi: 10.3390/su132212347. 

16. D. Li, R. Hu, and Z. Lin, "Vocational education platform based on blockchain and IoT technology," Comput. Intell. Neurosci., vol. 
2022, no. 1, p. 5856229, 2022, doi: 10.1155/2022/5856229. 

17. M. Stern and A. Reinstein, "A blockchain course for accounting and other business students," J. Account. Educ., vol. 56, p. 100742, 
2021, doi: 10.1016/j.jaccedu.2021.100742. 

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual au-
thor(s) and contributor(s) and not of GBP and/or the editor(s). GBP and/or the editor(s) disclaim responsibility for any injury to 
people or property resulting from any ideas, methods, instructions or products referred to in the content. 

https://doi.org/10.71222/bc8xba28
https://doi.org/10.2139/ssrn.3440802
https://doi.org/10.1016/j.jvcir.2019.102741
https://doi.org/10.1145/3524383.3524400
https://doi.org/10.13187/ejced.2020.3.552
https://doi.org/10.1109/SmartBlock52591.2020.00041
https://doi.org/10.14569/IJACSA.2023.0140757
https://doi.org/10.2991/assehr.k.201202.127
https://doi.org/10.3389/fbloc.2020.578022
https://doi.org/10.33423/jhetp.v22i1.4956
https://doi.org/10.1186/s40561-017-0050-x
https://doi.org/10.5210/fm.v25i9.10654
https://doi.org/10.5210/fm.v25i9.10654
https://doi.org/10.1109/ICEED47294.2019.8994934
https://doi.org/10.3991/ijet.v13i10.9455
https://doi.org/10.3390/su14031406
https://doi.org/10.3390/su132212347
https://doi.org/10.1155/2022/5856229
https://doi.org/10.1016/j.jaccedu.2021.100742

	1. Introduction
	2. Overview and Significance of Blockchain Technology and Vocational Education Informatization
	2.1. Overview of Blockchain Technology
	2.2. Informationization of Vocational Education Teaching
	2.3. The Significance of Applying Blockchain Technology to Vocational Education and Teaching

	3. The Application of Blockchain Technology in Vocational Education Teaching
	3.1. Establish a Vocational Education Teaching Management System Based on Blockchain Technology
	3.2. Exploring New Teaching Models for Vocational Education Based on Blockchain Technology
	3.3. Building a "1+X" Certificate Authentication System for Vocational Education Based on Blockchain Technology
	3.4. Establishing a Risk Management Framework for Vocational Education Teaching Based on Blockchain Technology

	4. The Problems Faced by the Application of Blockchain Technology in Vocational Education and Teaching
	4.1. Exaggerating the Concept of "Blockchain"
	4.2. Weak Awareness of New Technologies
	4.3. Insufficient Implementation Foundation
	4.4. Lack of "Blockchain Technology" Talent

	5. Improvement Strategies for the Application of Blockchain Technology in Vocational Education Teaching
	5.1. Properly Viewing "Blockchain Technology"
	5.2. Enhance Awareness of the Application of Blockchain Technology
	5.3. Accelerating the Construction of Blockchain Infrastructure
	5.4. Cultivate Blockchain Technology Talents

	6. Conclusion
	References

