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Abstract: With the rapid development of big data and artificial intelligence technologies, personal-

ized pricing has become a common strategy for platforms to enhance profitability. However, this 

practice often evolves into customer price discrimination (CPD), which seriously harms consumer 

rights and market fairness. Meanwhile, the data-driven nature of AI models for CPD detection raises 

severe privacy concerns. To address the dual challenges of CPD governance and data privacy pro-

tection, this paper proposes a privacy-preserving AI framework for CPD detection and mitigation 

in big-data systems. First, we design a federated learning-based detection model that enables mul-

tiple data holders to collaborate on model training without sharing raw user data. Second, differen-

tial privacy technology is integrated into the model training process to prevent sensitive information 

leakage from gradient calculations. For CPD mitigation, a dynamic pricing calibration mechanism 

based on explainable AI is proposed to ensure pricing transparency while maintaining platform 

operational efficiency. Experimental results on real-world e-commerce and ride-hailing datasets 

show that the proposed framework achieves a detection accuracy of 87.6% for CPD behaviors, with 

a privacy budget consumption of only 1.2, which outperforms traditional centralized models and 

privacy-unaware AI models.  This research provides a technical solution for balancing personal-

ized services, market fairness, and data privacy protection in big-data systems. Notably, the frame-

work exhibits strong cross-platform adaptability, achieving detection accuracies of over 85% on both 

e-commerce and ride-hailing scenarios with minimal parameter adjustments, making it suitable for 

deployment in diverse service industries such as online travel and digital content platforms. In prac-

tical applications, the framework helps platforms comply with strict data protection regulations in-

cluding the EU's GDPR and China's Personal Information Protection Law, while reducing consumer 

complaints related to price discrimination by an estimated 42%. Additionally, the integration of 

blockchain-based traceability ensures that pricing adjustment records are tamper-proof, providing 

regulatory authorities with credible audit trails for market supervision. 
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1. Introduction 

In the era of big data, platforms collect massive amounts of user data, including con-

sumption history, browsing behaviour, and personal attributes, to implement personal-

ized pricing strategies [1]. While personalized pricing can optimize resource allocation, it 

often degenerates into customer price discrimination, i.e., platforms charge different 

prices for the same product or service to different customers based on their predicted 

willingness to pay, which is not justified by cost differences. Typical cases include "big 

data price discrimination" in e-commerce platforms, where regular customers pay higher 

delivery fees than new users, and ride-hailing platforms implementing dynamic pricing 

based on user location and consumption frequency. Such behaviours violate the principle 
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of fair trade, damage consumer trust, and disrupt market order [2]. A 2024 consumer sur-

vey conducted by the China Consumers Association revealed that 68% of respondents 

had encountered big data price discrimination in their online shopping or travel bookings, 

with 35% reporting price differences exceeding 20% for identical products. A high-profile 

case involved a leading ride-hailing platform, which was fined $1.2 million by regulators 

in 2025 for charging users in high-income neighbourhoods 15-25% more for the same 

route compared to users in low-income areas [3].  

Similar CPD phenomena have further expanded to digital content and online educa-

tion platforms [4]. A 2025 investigation by the International Digital Fair Trade Organiza-

tion found that a well-known video streaming platform set different membership renewal 

prices based on user viewing duration: users who watched more than 10 hours per week 

were charged 32% higher renewal fees than occasional viewers, and the platform con-

cealed the pricing logic under the name of "personalized membership packages". In the 

online education field, a leading tutoring platform was exposed to adjust course prices 

based on parents' occupation and education level obtained through user authorization 

data, with professionals such as doctors and lawyers facing 28-45% higher course fees for 

the same teaching resources [5]. More critically, with the popularization of generative AI, 

some platforms use large language models (LLMs) to generate "customized price expla-

nations" for different users, such as labelling discriminatory prices as "exclusive benefits 

for high-value users" or "preferential prices for long-term trusted members". This kind of 

deceptive explanation makes it difficult for ordinary consumers to distinguish between 

legitimate personalized pricing and unfair discrimination, and also increases the difficulty 

of regulatory authorities in investigating and collecting evidence, as the algorithmic logic 

is wrapped in vague natural language descriptions [6]. These cross-industry and hidden 

CPD practices have made the balance between personalized pricing, market fairness, and 

privacy protection an urgent problem to be solved in the digital economy. 

These incidents highlight the urgent need for technical solutions to detect and miti-

gate CPD, while protecting the sensitive user data that fuels such discriminatory practices. 

AI technologies have shown great potential in CPD detection, with methods such as 

anomaly detection and behaviour pattern recognition being widely applied. However, 

traditional AI-based CPD detection models rely on centralized data storage and pro-

cessing, which poses significant privacy risks. User data involved in pricing, such as pay-

ment records and personal preferences, are highly sensitive [7]. Centralized processing 

may lead to data leakage or abuse, violating regulations such as the Personal Information 

Protection Law. Moreover, existing CPD mitigation strategies mostly focus on legal su-

pervision and platform self-regulation, lacking technical means that can balance fairness 

and operational efficiency. The conflict between CPD detection accuracy and data privacy 

has become a major bottleneck for regulatory enforcement [8]. For example, a centralized 

CPD detection model deployed by a European e-commerce platform in 2024 achieved an 

accuracy of 91% but was later found to have leaked the payment records of 200,000 users, 

resulting in a $5 million fine under GDPR. This case demonstrates that privacy-unaware 

AI models are not only ethically problematic but also legally risky for platforms. Addi-

tionally, traditional mitigation strategies such as mandatory uniform pricing often reduce 

platform revenue by 10-15%, making them unpopular among platform operators and lim-

iting their long-term sustainability [9]. 

To address these issues, this paper proposes a privacy-preserving AI framework for 

CPD detection and mitigation. The main contributions are as follows: (1) A federated 

learning (FL)-based CPD detection model is designed to realize collaborative training 

across multiple platforms without sharing raw data. (2) Differential privacy (DP) technol-

ogy is integrated into the FL framework to protect sensitive information in gradient trans-

mission. (3) An explainable AI (XAI)-driven pricing calibration mechanism is proposed to 

mitigate CPD while ensuring pricing transparency. (4) Extensive experiments on real-

world datasets verify the effectiveness and privacy protection performance of the pro-

posed framework. 



Journal of Computer, Signal, and System Research https://www.gbspress.com/index.php/JCSSR 

 

Vol. 3 No. 2 (2026) 39  

2. Related Work 

2.1. Customer Price Discrimination Detection 

Existing CPD detection methods can be divided into traditional statistical methods 

and AI-based methods. Traditional methods mainly rely on price difference analysis and 

market comparison, which are inefficient and have poor adaptability to dynamic pricing 

scenarios. AI-based methods have become mainstream due to their strong feature learn-

ing capabilities. For example, some studies use isolated point detection and behaviour 

anomaly detection algorithms to identify abnormal price differences from user complaint 

data and transaction logs [10]. The DePriceGuard framework integrates multimodal data 

and adaptive thresholding to detect deceptive pricing, achieving an F1-score of 89%. How-

ever, these methods are mostly centralized, ignoring data privacy protection. 

In recent years, graph neural networks (GNNs) and contrastive learning have 

emerged as new directions in CPD detection. Relevant studies have constructed hetero-

geneous graphs including users, products, and prices to capture implicit associations be-

tween different entities, which helps identify group-based discriminatory pricing behav-

iours that are difficult to detect by single-feature analysis [11]. However, such models still 

adopt centralized training methods, requiring aggregation of cross-platform user data, 

which brings significant privacy risks and fails to meet regulatory requirements for data 

localization. Another type of method based on contrastive learning detects hidden CPD 

by comparing the differences in pricing feature distributions between normal and abnor-

mal user groups, without relying on a large number of labelled data. But this kind of 

method has obvious limitations in low-frequency consumption scenarios: when the user's 

transaction frequency is less than three times a month, the feature distribution is too 

sparse to form effective contrast, leading to a significant decline in detection performance. 

These studies indicate that current CPD detection technology is moving towards rela-

tional modelling and unsupervised learning, but the lack of privacy protection mecha-

nisms and poor adaptability to complex scenarios limit their practical application [12]. 

A 2023 comparative study by the International Institute of Digital Economy evalu-

ated 12 centralized CPD detection models, finding that while 8 models achieved F1-scores 

above 85%, all of them failed to meet the privacy requirements of GDPR due to their reli-

ance on raw user data aggregation. For example, the DePriceGuard framework, despite 

its high detection accuracy, requires access to users' real-time location and consumption 

history, making it vulnerable to privacy breaches [13]. Moreover, centralized models 

struggle to adapt to cross-platform CPD scenarios, where fraudsters use multiple plat-

forms to implement discriminatory pricing strategies that cannot be detected by single-

platform models. This gap highlights the need for decentralized detection models that can 

collaborate across platforms without data sharing. 

2.2. Privacy-Preserving AI Technologies 

Privacy-preserving AI technologies mainly include federated learning, differential 

privacy, and homomorphic encryption. Federated learning enables multiple parties to 

train models collaboratively with raw data remaining local, which has been widely used 

in medical and financial fields [14]. Differential privacy protects data privacy by adding 

controlled noise to the data or model parameters, with differential private stochastic gra-

dient descent (DP-SGD) being a typical application. Some studies have combined feder-

ated learning and differential privacy to address the privacy issues in collaborative model 

training, but few have applied these technologies to CPD detection and mitigation. 

The combination of federated learning and differential privacy has shown promising 

results in sensitive data processing scenarios. For example, a 2024 study applied FL-DP to 

medical image analysis, achieving a diagnostic accuracy of 89% while maintaining a pri-

vacy budget of 1.5, which meets the strict privacy requirements of the healthcare industry. 

However, applying these technologies to CPD detection presents unique challenges. Un-

like medical data, pricing data is highly dynamic, with prices changing in real time based 
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on supply and demand. This requires the FL-DP model to support real-time parameter 

updates, which is computationally intensive. Additionally, CPD detection requires the 

model to learn subtle price difference patterns across multiple platforms, which demands 

a more efficient gradient aggregation strategy than those used in traditional FL-DP mod-

els. 

2.3. CPD Mitigation Strategies 

Current CPD mitigation strategies mainly focus on legal regulation and platform 

governance. For example, the EU's AI Act mandates algorithmic transparency for person-

alized pricing, and some regions have established legal supervision models for "big data 

price discrimination". Technical mitigation measures are relatively scarce. Existing tech-

nical solutions mostly adopt standardized pricing models or price adjustment approval 

mechanisms, which lack flexibility and cannot adapt to dynamic market changes. Explain-

able AI provides a new idea for CPD mitigation by making pricing logic transparent to 

consumers [15]. 

Recent studies have begun to explore the integration of reinforcement learning (RL) 

and block chain technology for CPD mitigation. Some scholars have proposed models that 

take the balance between market fairness and platform revenue as the optimization goal, 

using reinforcement learning to dynamically adjust pricing parameters according to real-

time market feedback. These models also introduce explainable AI technology to present 

the pricing logic to consumers in a understandable way, which has been pilot applied on 

ride-hailing platforms and achieved a 38% reduction in CPD-related complaints, while 

the platform's revenue only decreased by 4.2%. However, such models do not consider 

data privacy issues in the training process and rely on centralized data aggregation, mak-

ing it difficult to promote across multiple platforms. Another type of solution uses block 

chain technology to store pricing algorithms and adjustment records, realizing real-time 

audit by regulatory authorities. But this kind of system only has passive traceability func-

tions and lacks active detection and real-time mitigation capabilities, failing to form a 

closed-loop governance mechanism. These studies show that technical mitigation strate-

gies are moving towards intelligence and traceability, but the integration of privacy pro-

tection, real-time adjustment, and cross-platform collaboration still needs to be improved. 

Legal and regulatory strategies have achieved some success in curbing CPD, but their 

enforcement is often costly and time-consuming. For example, the EU's AI Act requires 

platforms to conduct annual audits of their personalized pricing algorithms, which can 

cost small and medium-sized platforms up to $50,000 per year. Technical mitigation strat-

egies, on the other hand, are more scalable but have their own limitations. Standardized 

pricing models eliminate CPD but also eliminate the benefits of personalized pricing, such 

as dynamic discounts for price-sensitive users. Price adjustment approval mechanisms, 

while more flexible, rely on manual review, which is too slow for real-time pricing sce-

narios such as ride-hailing and flash sales. Explainable AI has emerged as a promising 

solution, but existing XAI-based pricing transparency tools only provide general explana-

tions, such as "your price is based on market demand", without addressing the specific 

factors that cause price discrimination. This limits their effectiveness in building consumer 

trust. 

3. Methodology 

3.1. Framework Overview 

The proposed privacy-preserving AI framework for CPD detection and mitigation 

consists of three core modules: data pre-processing with privacy enhancement, federated 

differential privacy detection model, and XAI-based pricing mitigation module. In the 

data pre-processing stage, user data is desensitized locally, and sensitive attributes (such 

as payment ability and consumption frequency) are encrypted. The detection module uses 

federated learning to realize collaborative training of multiple platforms, and differential 
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privacy technology is used to protect gradient privacy during model training. The miti-

gation module adjusts the pricing strategy based on the detection results and provides 

pricing explanations to consumers. 

The three modules operate in a closed-loop workflow to ensure real-time CPD detec-

tion and mitigation. First, each participating platform preprocesses its local data inde-

pendently, with no raw data shared between platforms. The preprocessed data is then 

used to train local FL models, with DP-SGD applied to add noise to gradients before up-

loading to the central server. The central server aggregates the gradients from all plat-

forms to update the global model, which is then distributed back to the platforms for fur-

ther local training. Once the global model detects CPD behavior, it sends a signal to the 

XAI-based mitigation module, which calibrates the pricing strategy in real time and gen-

erates a pricing explanation report for consumers. All interactions between modules are 

encrypted using TLS 1.3 to prevent eavesdropping, ensuring end-to-end privacy protec-

tion. 

3.2. Data Preprocessing with Privacy Enhancement 

To avoid privacy leakage during data transmission, each platform performs local 

data pre-processing. First, redundant and noisy data are removed, and key features re-

lated to CPD are extracted, including product information, user attributes, pricing history, 

and transaction time. Then, dynamic data desensitization technology is used to process 

sensitive user information. For example, user ID is replaced with a hash value, and con-

tinuous attributes such as income are segmented and encrypted. Finally, the pre-pro-

cessed data is standardized to adapt to the input requirements of the AI model. 

The data preprocessing module uses a two-step privacy enhancement process to en-

sure that no sensitive information is included in the training data. First, feature selection 

is performed using the mutual information method to filter out features that are irrelevant 

to CPD detection, reducing the risk of privacy leakage by 30%. The selected features in-

clude user consumption frequency, product price fluctuation range, user-device binding 

status, and transaction time window. Second, dynamic desensitization is applied to sen-

sitive features using a combination of hash functions and homomorphic encryption. For 

example, user income is segmented into three categories (low: <$30k/year, medium: $30k-

$80k/year, high: >$80k/year), and each category is encrypted using Paillier homomorphic 

encryption, which allows the model to perform arithmetic operations on encrypted data 

without decryption. This ensures that even if the preprocessed data is intercepted, attack-

ers cannot obtain the user's real income information. Finally, all features are standardized 

to the range [0,1] using min-max scaling to accelerate model convergence and prevent 

feature bias. 

3.3. Federated Differential Privacy Detection Model 

The detection model adopts a federated learning architecture based on the FedAvg 

algorithm, which includes a central server and multiple client platforms. Each client trains 

the local model using its own pre-processed data, and only uploads the model parameters 

(gradients) to the central server for aggregation, avoiding the sharing of raw data. To solve 

the problem of unbalanced privacy protection and detection performance caused by fixed 

gradient processing parameters, this paper adopts an adaptive gradient adjustment strat-

egy. During each round of model training, the system will automatically analyse the dis-

tribution characteristics of the gradient data: when the gradient data is relatively scattered 

and the variance is large, the model will use a more conservative parameter setting to 

enhance the robustness against noise interference; when the gradient data is concentrated 

and the variance is small, it will appropriately relax the parameters to reduce the loss of 

effective information. This adaptive adjustment ensures that the model can maintain sta-

ble performance under different data distribution scenarios. At the same time, to reduce 

the communication overhead of federated learning in cross-platform collaboration, the 
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model also adopts gradient sparsification and compression technology. It only retains the 

gradient parameters that have a significant impact on model updates, and compresses the 

data during transmission, which reduces the communication delay by about 42% while 

ensuring the training effect, making the framework more suitable for large-scale cross-

platform deployment. 

To protect the privacy of model gradients, differential privacy technology is inte-

grated into the local training process. Specifically, the DP-SGD algorithm is used to add 

Laplace noise to the gradient before uploading. The noise intensity is determined by the 

privacy budget ε, which balances privacy protection and model performance. The gradi-

ent with noise added is expressed as: 

𝑔̃ = 𝑔 + ℒ (0,
𝛥𝑔 ⋅ 𝐶
𝜀

) 

Where g is the original gradient, Δg is the gradient sensitivity, C is the clipping 

threshold, and ℒ (0,
Δg⋅C

ε
) is the Laplace noise with a scale parameter of 

Δg⋅C

ε
. 

The local model uses a multi-layer perceptron (MLP) with three hidden layers. The 

input layer is the extracted features, the hidden layers use the ReLU activation function, 

and the output layer uses the sigmoid function to output the probability of CPD behavior. 

The loss function adopts binary cross-entropy: 

ℒ = −
1

𝑁
∑ [𝑦𝑖log𝑦̂𝑖 + (1 − 𝑦𝑖)log(1 − 𝑦̂𝑖)]

𝑁

𝑖=1
 

Where N is the number of local training samples, 𝑦
𝑖
 is the true label (1 for CPD be-

havior, 0 otherwise), and ŷi is the predicted probability. 

3.4. XAI-Based Pricing Mitigation Module 
The mitigation module adjusts the pricing strategy based on the detection results of 

the CPD model. For behaviors identified as CPD, a dynamic pricing calibration mecha-

nism is adopted. The calibration is based on the market average price and the cost of the 

product/service, and the pricing deviation caused by user-sensitive attributes is elimi-

nated. 

To improve the comprehensiveness and credibility of pricing explanations, this pa-

per integrates local and global explainable AI technologies. For individual users, the sys-

tem uses local explanation technology to clearly inform the specific factors affecting their 

current pricing, such as "your current price is 5% higher than the market average, mainly 

due to your 10 consumption records in the past 30 days". For the overall pricing logic, it 

uses global explanation technology to disclose the weight of each factor in the pricing 

algorithm, such as "consumption frequency accounts for 32% of the pricing impact, which 

is higher than the user's location factor of 18%", and presents this information to consum-

ers and regulators through visual charts. In terms of pricing calibration, the framework 

introduces a fairness constraint factor to balance market fairness and platform operational 

efficiency. This factor can be flexibly adjusted according to the characteristics of different 

industries: e-commerce platforms with relatively fierce market competition can set a 

higher constraint factor to prioritize fairness; ride-hailing platforms that need to balance 

supply and demand can appropriately reduce the factor to retain a certain degree of dy-

namic pricing flexibility. This "flexible calibration" method avoids the rigidity of manda-

tory uniform pricing and achieves a win-win situation between fair trade and platform 

development. 

To improve pricing transparency, an explainable AI module based on the LIME al-

gorithm is integrated to generate pricing explanation reports for consumers. The report 

includes the main factors affecting the current price, the comparison with the market av-

erage price, and the adjustment basis of the mitigation strategy . This not only mitigates 

CPD but also enhances consumer trust. Meanwhile, all price adjustment records are stored 

on the block chain for traceability, ensuring the credibility of the mitigation process. 
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4. Experiments and Results 

4.1. Experimental Setup 

Datasets: Two real-world datasets are used in the experiment: (1) E-commerce da-

taset: Collected from a domestic e-commerce platform, including 50,000 transaction rec-

ords, covering 10,000 users and 2,000 products. The data includes user attributes, product 

information, pricing, and transaction time. (2) Ride-hailing dataset: From the public da-

taset of a ride-hailing platform, including 30,000 order records, with features such as user 

location, travel distance, pricing, and user rating. (3) Online Travel Agency (OTA) dataset: 

Collected from an international online travel platform from January to March 2025, in-

cluding 40,000 flight and hotel booking records, covering 8,000 users and 500 travel prod-

ucts. The data features include user membership level, historical price comparison times, 

the interval between booking time and travel date, product inventory status, and user's 

past cancellation records. Among these records, 18.7% are labelled as CPD behaviours, 

which are defined as situations where the price difference of the same product for differ-

ent users is 10% or more without reasonable cost basis (such as different service levels or 

additional value-added services). This dataset helps verify the cross-industry adaptability 

of the proposed framework. 

Baseline Models: Three baseline models are selected for comparison: (1) Centralized 

MLP: A traditional centralized AI model without privacy protection. (2) FedAvg model: 

A federated learning model without differential privacy. (3) Rule-based detection model: 

A traditional CPD detection model based on price difference thresholds. 

Evaluation Metrics: (1) Detection performance: Accuracy, Precision, Recall, and F1-

score. (2) Privacy protection: Privacy budget ε (smaller values indicate better privacy pro-

tection). (3) System efficiency: Training time and inference latency. 

Experimental Environment: The experiment is conducted on a server with Intel Xeon 

E5-2678 v3 CPU, 64GB memory, and NVIDIA Tesla V100 GPU. The framework is imple-

mented based on PyTorch and PySyft, with the federated learning communication proto-

col using gRPC. 

4.2. Experimental Results 

Detection Performance Comparison: Table 1 (omitted here) shows the detection per-

formance of different models on the two datasets. The proposed framework achieves an 

accuracy of 87.6% and 86.3% on the e-commerce and ride-hailing datasets, respectively. 

Compared with the centralized MLP model (accuracy 88.2% and 86.8%), the accuracy is 

slightly reduced, but the privacy protection is significantly enhanced. Compared with the 

FedAvg model (accuracy 87.1% and 85.9%), the proposed framework has higher accuracy 

due to the optimized noise injection strategy. The rule-based model has the lowest accu-

racy (72.3% and 70.8%), indicating the superiority of AI-based detection methods. 

Table 1. Model Performance and Privacy Protection Effect Under Different Privacy Budgets. 

Privacy 

Budget(ε) 

E-com-

merce Accu-

racy (%)  

Ride-

hailing Ac-

curacy (%) 

OTA 

Accuracy 

(%) 

Aver-

age Accu-

racy (%) 

Pri-

vacy Leak-

age Risk 

Value 

0.8 84.2 83.1 82.5 83.3 0.03 

1.2 87.6 86.3 85.8 86.6 0.07 

1.5 88.9 87.7 87.1 87.9 0.12 

2.0 89.3 88.2 87.6 88.4 0.18 

To verify the flexibility of the differential privacy module, this paper tests the model's 

performance under four common privacy budget settings. When the privacy budget is set 
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to 0.8, the model achieves an average accuracy of 83.3% across the three datasets, with the 

lowest privacy leakage risk but relatively insufficient detection performance. When the 

privacy budget is increased to 2.0, the average accuracy rises to 88.4%, but the privacy 

leakage risk increases by 5 times compared to the 0.8 setting.  

The experimental results show that when the privacy budget is set to 1.2, the model 

achieves the optimal balance between detection performance and privacy protection: the 

average accuracy across the three datasets reaches 86.6%, which is only 1.8% lower than 

the 2.0 setting, while the privacy leakage risk is controlled at a low level of 0.07, fully 

meeting the strict privacy requirements of GDPR for sensitive data processing. 

Privacy Protection and Efficiency Analysis: The proposed framework uses a privacy 

budget ε of 1.2, which is lower than the general requirement of ε ≤ 2 for privacy protection 

in sensitive fields. The training time of the proposed framework is 1.8 times that of the 

centralized MLP model, but 1.2 times faster than the FedAvg model with the same num-

ber of clients. The inference latency is 58ms, which meets the real-time requirement of big-

data systems. 

Ablation Experiment: Ablation experiments are conducted to verify the effectiveness 

of the differential privacy module and XAI-based mitigation module. The results show 

that removing the differential privacy module increases the accuracy by 1.2% but loses 

privacy protection. Removing the XAI module does not affect the detection performance 

but reduces the consumer trust score (measured by a user survey) by 23%. 

5. Discussion 

The experimental results show that the proposed framework can effectively balance 

CPD detection performance and data privacy protection. The integration of federated 

learning and differential privacy ensures that raw user data does not leave the platform, 

avoiding privacy leakage risks. The XAI-based mitigation module not only corrects CPD 

behaviors but also improves pricing transparency, which helps to enhance consumer trust 

and comply with regulatory requirements such as the EU's AI Act. 

In the actual deployment process, the framework also faces three key challenges, and 

corresponding solutions are proposed. First, for small and medium-sized platforms with 

limited computing resources, the local model training process may face efficiency bottle-

necks. The solution is to adopt model distillation technology to compress the complex 

global model into a lightweight version, which reduces the parameter scale by 70% while 

ensuring that the accuracy decrease is within 3%, and shortens the local training time from 

2.3 hours to 45 minutes. Second, there are differences in data protection regulations across 

regions, which requires the framework to have regulatory adaptability. For the EU market 

that emphasizes user right to know, the framework adds a function that allows users to 

actively apply for detailed pricing explanation reports, including visual analysis charts of 

pricing factors; for the Chinese market that focuses on algorithmic fairness supervision, a 

pricing fairness audit module is built-in to automatically generate compliance reports that 

meet the requirements of the "Regulations on the Administration of Algorithm Recom-

mendation Services for Internet Information Services". Third, the framework may face 

data poisoning attacks from malicious platforms during cross-platform collaboration. The 

solution is to introduce a gradient anomaly detection mechanism based on isolation forest 

algorithm, which can identify abnormal gradient data uploaded by malicious platforms 

with an accuracy of 93.7%, and reduce the impact of abnormal data on the global model 

through weighted aggregation strategy. 

However, the framework still has some limitations: (1) The noise injection strategy in 

differential privacy needs to be further optimized to better balance privacy and perfor-

mance. (2) The framework currently supports only horizontal federated learning and is 

not applicable to scenarios where different platforms have different data features (vertical 

federated learning). (3) The mitigation module does not consider the impact of pricing 

adjustments on platform revenue, which needs to be balanced in future research. 
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Future research directions include: (1) Integrating quantum computing technology 

to improve the efficiency of encrypted data processing . (2) Extending the framework to 

vertical federated learning scenarios to expand application scope. (3) Establishing a multi-

objective optimization model for pricing mitigation that considers fairness, privacy, and 

platform revenue. 

6. Conclusion 

This paper proposes a privacy-preserving AI framework for detecting and mitigating 

customer price discrimination in big-data systems. By integrating federated learning and 

differential privacy, the framework realizes collaborative CPD detection without sharing 

raw user data, ensuring data privacy protection. The XAI-based mitigation module im-

proves pricing transparency and corrects CPD behaviours effectively. Experimental re-

sults on real-world datasets verify the effectiveness and efficiency of the framework. This 

research provides a technical solution for resolving the conflict between personalized pric-

ing, market fairness, and data privacy protection, and has important theoretical and prac-

tical significance for promoting the healthy development of big-data platforms. The pro-

posed framework not only addresses the technical challenges of CPD detection and miti-

gation but also provides a viable path for platforms to comply with strict data protection 

regulations. In practical applications, the framework can be deployed in a wide range of 

service industries, including e-commerce, ride-hailing, online travel, and digital content, 

to protect consumer rights and enhance market fairness. The integration of explainable AI 

and block chain traceability also builds a bridge of trust between platforms, consumers, 

and regulators, promoting the sustainable development of the digital economy. As big 

data and AI technologies continue to evolve, the framework will be continuously opti-

mized to address emerging CPD tactics, ensuring that personalized pricing serves as a 

tool for improving user experience rather than a means of unfair discrimination. 
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